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1
Decision/action requested

It is requested that proposed changes are approved.
2
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3
Rationale

3.1
Background

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 

While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively proposing a new key-issue for Clause #5 in order to get an early start.
3.2
Resistance to radio jamming
The 5G system has some features that could make the radio jamming attack difficult in the first place, e.g., beamforming, duplication of PDCP PDUs in case of multi-connectivity and carrier aggregation, MR-DC, and a completely dedicated network-slices or PLMNs. Further, the nature of the radio jamming is such that it is challenging (if possible, at all) for an attacker to go undetected. Furthermore, it is infeasible for an attacker to have a sustained attack because the system self-recovers when the attacker goes away.
Nevertheless, it is important that 3GPP investigates how resistance to radio jamming is further enhanced. 

In the past, our SA3 groups has consciously, and correctly so, decided that investigating resistance against radio jamming is rather in the merit of RAN groups. It is so because SA3 does not deal with the technical low-level details of radio transmissions.

Therefore, we propose that a key issue is added to the upcoming TR for the sake of completeness. We also propose that RAN groups are liaised requesting to take this topic into consideration when they work with Rel-16 and further.
4
Detailed proposal

*** BEGIN CHANGES ***
5.X
Key Issue #X: Resistance to radio jamming 

5.X.1
Key issue details

Radio jamming could be an act of an illegitimate radio device attempting to disrupt radio communication between a legitimate sender and a legitimate receiver. 
There are some technical features in the 5G system that could make the radio jamming attack difficult in the first place, e.g., beamforming, duplication of PDCP PDUs in case of multi-connectivity and carrier aggregation, MR-DC, and a completely dedicated network-slices or PLMNs. Further, the nature of the radio jamming is such that it is challenging (if possible, at all) for an attacker to go undetected. Furthermore, it is infeasible for an attacker to have a sustained attack because the system self-recovers when the attacker goes away.
Nevertheless, it is important that 3GPP investigates how resistance to radio jamming is further enhanced. For example, an attacker would be deterred when the probability of being detected is high and especially if the detection solution results in the attacker's asset information to be revealed, e.g. attacker's location.  

NOTE:  
This key issue appears in the current document for completeness. It is not in the merit of the 3GPP TSG SA WG3 to work on solutions for this key issue. Other groups especially the 3GPP TSG SA RAN groups will be liaised. 

5.X.2
Security threats

Undetected or un-prevented radio jamming could potentially have following impacts in some cases:
-
DoS attack on UE
-
DoS attack on network
5.X.3
Potential security requirements

NOTE:
It is not in the merit of the 3GPP TSG SA WG3 to work on solutions or define requirements for this key issue. Other groups especially the 3GPP TSG SA RAN groups will be liaised. 
*** END OF CHANGES ***
